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Description of a Smart CardDescription of a Smart Card
forfor eHealtheHealth Applications Applications (1)(1)

ComputerComputer
Processor with Processor with secure operating systemsecure operating system
(runs special software / firmware)(runs special software / firmware)

Resources managerResources manager
Remote access, authentication proceduresRemote access, authentication procedures

User accessUser access
eService accesseService access
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Description of a Smart CardDescription of a Smart Card
forfor eHealtheHealth Applications Applications (2)(2)

Storage with secure storage concept Storage with secure storage concept 
(restricted access)(restricted access)

Device dataDevice data
Cryptographic keysCryptographic keys,, PINsPINs, biometric data, biometric data
Application related software / firmwareApplication related software / firmware
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Description of a Smart CardDescription of a Smart Card
forfor eHealtheHealth Applications Applications (3)(3)

DocumentsDocuments
Data to support authentication (Data to support authentication (certificatescertificates))

Derive rightsDerive rights for access to data, applications, services, for access to data, applications, services, 
infrastructureinfrastructure

Identification dataIdentification data
AttributesAttributes
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Description of a Smart CardDescription of a Smart Card
forfor eHealtheHealth Applications Applications (4)(4)

Application data (static / permanent or Application data (static / permanent or 
temporarily)temporarily)

AdministrativeAdministrative
like how insuredlike how insured

ClinicalClinical
Health statusHealth status
Emergency dataEmergency data
Keys and Keys and links to personal electronic health recordslinks to personal electronic health records
Documents for transportDocuments for transport

PrescriptionsPrescriptions
Test resultsTest results
Discharge lettersDischarge letters
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Description of a Smart CardDescription of a Smart Card
forfor eHealtheHealth Applications Applications (5)(5)

No No human interfacehuman interface or a or a primitiveprimitive oneone
Input via card readerInput via card reader
Output via card readerOutput via card reader
Update via card readerUpdate via card reader
Input by pressing a single key (button)Input by pressing a single key (button)
Output by a rotating displayOutput by a rotating display
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SmartCardSmartCard with button and displaywith button and display



26.06.2007 Sofia26.06.2007 Sofia reinhold.a.mainz@googlemail.comreinhold.a.mainz@googlemail.com 99

Description of a Smart CardDescription of a Smart Card
forfor eHealtheHealth applications applications (6)(6)

Used “Offline” or “Online”Used “Offline” or “Online”

“Offline”:“Offline”:
Data is provided by theData is provided by the SmartCardSmartCard itself in interaction itself in interaction 
with local hardwith local hard--/software that enters commands into /software that enters commands into 
thethe SmartCardSmartCard and gets resultsand gets results

“Online”:“Online”:
Data is provided by theData is provided by the SmartCardSmartCard in collaboration with in collaboration with 
other computers (local or in a network)other computers (local or in a network)

Most services will be network based, smart cards can store Most services will be network based, smart cards can store 
some synchronized datasome synchronized data

The only data that must be usedThe only data that must be used ““OfflineOffline” ” are the are the 
private keysprivate keys of an PKI (Public Key Infrastructure)of an PKI (Public Key Infrastructure)
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Example of anExample of an eHealth SmartCardeHealth SmartCard

I2Health
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AnalysisAnalysis

Only application data is domain specificOnly application data is domain specific
Storage place (locality) of application data Storage place (locality) of application data 
normally is not relevantnormally is not relevant
If application If application datadata shall be available “offline” shall be available “offline” 
(read from the(read from the SmartCardSmartCard) in principle it ) in principle it can be can be 
synchronizedsynchronized at every time with online at every time with online 
connectionconnection
Storage of application Storage of application data on adata on a SmartCardSmartCard is is 
useful ifuseful if it is it is the onlythe only foreseen foreseen storage placestorage place
(esp. for some security reasons) (esp. for some security reasons) or as a or as a 
precautionprecaution for not available networksfor not available networks
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Conclusions (1)Conclusions (1)

AA SmartCardSmartCard is a (the!) is a (the!) security toolsecurity tool for cryptography for cryptography 
(authentication, encryption/decryption, Digital Signature) (authentication, encryption/decryption, Digital Signature) 
esp. in an PKI environmentesp. in an PKI environment

main function is to main function is to hide private keyshide private keys of a key pair (coupled by an of a key pair (coupled by an 
secure algorithm) and to secure algorithm) and to use a private key in a secure use a private key in a secure 
environmentenvironment

AA SmartCardSmartCard can run very small algorithms and use data can run very small algorithms and use data 
to do it whether stored on the card itself or notto do it whether stored on the card itself or not
The user interface (human interface) is primitive and The user interface (human interface) is primitive and 
normally needs a local computer with better human normally needs a local computer with better human 
interfaceinterface



26.06.2007 Sofia26.06.2007 Sofia reinhold.a.mainz@googlemail.comreinhold.a.mainz@googlemail.com 1313

Conclusions (2)Conclusions (2)

Minimum human interface might be a button / a very Minimum human interface might be a button / a very 
small keyboard and a very small displaysmall keyboard and a very small display
AA SmartCardSmartCard is a mobile tool, therefore is a mobile tool, therefore a combination a combination 
with a mobile computerwith a mobile computer (PDA, Mobile Phone, …) (PDA, Mobile Phone, …) can can 
bring an acceptable human interfacebring an acceptable human interface and additional and additional 
(storage) resources, but raises up the infrastructure (storage) resources, but raises up the infrastructure 
price. price. 
Standards forStandards for SmartCardsSmartCards should only beshould only be SmartCardSmartCard
depended if really needed (!), all other standards can depended if really needed (!), all other standards can 
and should be and should be general standardsgeneral standards for computer usage, for computer usage, 
esp. standards for application data communicationesp. standards for application data communication
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Conclusions (3)Conclusions (3)

from anfrom an eGovernmenteGovernment point of view a citizen'spoint of view a citizen's
SmartCardSmartCard should be application independentshould be application independent

no application data on the card, orno application data on the card, or
application data for different domainsapplication data for different domains
From a generic point of view From a generic point of view the citizen itself couldthe citizen itself could / / 
should should define which data shall be synchronizeddefine which data shall be synchronized with with 
thethe SmartCardSmartCard application storage (possible as long application storage (possible as long 
as there is sufficient storage space)as there is sufficient storage space)
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Conclusions (4)Conclusions (4)

AA SmartCardSmartCard can be a can be a digital passportdigital passport (to be used as (to be used as 
part of an PKI) with data by decision of the citizenpart of an PKI) with data by decision of the citizen

Attributes of the citizen canAttributes of the citizen can / should / should be stored inbe stored in PKI PKI 
certificatescertificates
there is there is no need to storeno need to store PKI PKI certificates on acertificates on a SmartCardSmartCard
itself, certificates are movable documents, secure by digital itself, certificates are movable documents, secure by digital 
signaturesignature
Identifiers for special applications can / should be stored in Identifiers for special applications can / should be stored in 
application depended Attribute Certificatesapplication depended Attribute Certificates

data protection issues can be solved by using different data protection issues can be solved by using different 
application oriented identifiers stored in different certificateapplication oriented identifiers stored in different certificatess
Storage of the Public Key by applications could be forbidden, a Storage of the Public Key by applications could be forbidden, a 
Public Key can / must be used only by cryptographic algorithmPublic Key can / must be used only by cryptographic algorithm
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Conclusions (5)Conclusions (5)

The society (state) has to decide or can decide The society (state) has to decide or can decide 
for what reason for what reason one one -- or more than one or more than one --
SmartCardSmartCard for every citizen shall be issued for every citizen shall be issued -- and and 
by whomby whom

digital passportdigital passport
health insurance cardhealth insurance card
health cardhealth card
electronic European Health (Insurance) Cardelectronic European Health (Insurance) Card
banking card (s)banking card (s)
card to pay for public traffic usagecard to pay for public traffic usage
……
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Conclusions (6)Conclusions (6)

ImplementationImplementation shall beshall be SmartCardSmartCard independentindependent
as wide as possibleas wide as possible

Infrastructure might differ from domain / organisation Infrastructure might differ from domain / organisation 
/ country to … and can change in the future/ country to … and can change in the future

will there be awill there be a SmartCardSmartCard in the next technology generation?in the next technology generation?

Usage of a generic framework architectureUsage of a generic framework architecture
Usage of generic design principles for ICT solutionsUsage of generic design principles for ICT solutions



26.06.2007 Sofia26.06.2007 Sofia reinhold.a.mainz@googlemail.comreinhold.a.mainz@googlemail.com 1818

RemarksRemarks

European wide (global) interoperability needsEuropean wide (global) interoperability needs
StandardsStandards

policy agreements (treaties)policy agreements (treaties)
Organizational agreements (contracts)Organizational agreements (contracts)
Common semantic understandingCommon semantic understanding
Technical standardsTechnical standards

meta levelmeta level
application levelapplication level

Common infrastructure (s)Common infrastructure (s)
policy agreementspolicy agreements (treaties)(treaties)
Organizational agreements (contracts)Organizational agreements (contracts)
Interoperability proofsInteroperability proofs

Organisational

Semantic

Technical

Political / Legal
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Layer Model of ID ManagementLayer Model of ID Management

What is the legal base for issuing/using the identifierWhat is the legal base for issuing/using the identifier
How is the registering process organised?How is the registering process organised?
Which identifier is to be used?Which identifier is to be used?
On which support is the identifier available?On which support is the identifier available?

Organisational

Semantic

Technical

Registration procedures, 
verification procedures
Data models, identifiers, numbering 
systems

Certificates, ID-tokens (e.g. cards), 
directory databases, networking 
infrastructure  

Political / Legal
Legislation, nomination of 
responsible authorities, 
definition of covered entities

I2Health
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InteroperabiltyInteroperabilty ModelModel
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Interoperability with different Interoperability with different 
nationalnational SmartCardSmartCard solutionssolutions

Netc@rds
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International health card standard (norm)International health card standard (norm)
ISOISO 2154921549
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Interoperability with different Interoperability with different 
national access rights / mechanismnational access rights / mechanism

Marc Lange, EHTEL
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One last but important One last but important 
questionquestion

Do and can we in the European Do and can we in the European 
Union accept different solutions Union accept different solutions 
forfor eHealtheHealth infrastructures from infrastructures from 
different Member States, likedifferent Member States, like

Health CardHealth Card
Health Insurance CardHealth Insurance Card
Digital passportDigital passport
Authentication with a portal Authentication with a portal 
solutionsolution
mobile computersmobile computers
……
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Harmonisation or Coordination?Harmonisation or Coordination?

Marc Lange, EHTEL

Use collaboration in Europe on all levels

Know how transfer

Avoiding mistakes on the design
and architectural level

Common understanding

Interoperability
Organisational procedures
Infrastructure
Applications

Perhaps funded by a EU programme
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RecommendationRecommendation

Use collaboration in Europe on all levels

Know how transfer

Avoiding mistakes on the design and architectural level

Common understanding

Interoperability
Organisational procedures
Infrastructure
Applications

Perhaps funded by some EU programme
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Questions?Questions?
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