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Cybercrime Industry

=Highly intelligent individuals are collaborating to
create new viruses and other malicious code

= Software development tools for handling large
projects are being used

= Development is not unlike normal software
development in the IT industry

*The shared information and talents of many very
skilled hackers when working together can be worse
than any one working alone



Cybercrime Industry: In the Past
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Cybercrime Industry: Today
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Cybercrime Industry (short form)

= Group develops custom malcode
= Custom malcode is made available for purchase

= Hosting environments are paid to host malicious
code on sites that they control — bulletproof servers

* Malcode downloaded to compromised devices by
pay-per-install affiliates

= Malcode collects usernames and passwords as well
as credit card numbers ($.85 - $30 per number)

= Bank Account credentials, identities, website admin
credentials also for sale



Securing Organizations a Decade Ago
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Defense for the Last Decade
Cisco Self-Defending Network

Integrated
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The New Borderless Organization

Borderless Experience
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Requires A New Security Strategy



From Self-Defending Network to Secure
Borderless Networks
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From Self-Defending Network to Secure
Borderless Networks

Self-Defending Network

Firewall
Access

Intrusion
Prevention
Block Attacks

Content
Security

L)

9) <

Keep the | | Enable
Bad Guys | | Secure

Out | | Borderless
Access

New Security Requirements

Policy & ldentity
Trusted Access

Secure Mobility
Always On

Cloud Security
Hosted/Hybrid



From Self-Defending Network to Secure
Borderless Networks

Self-Defending Network Secure Borderless Networks
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Secure Borderless Networks
Security Architecture for the Next Decade
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Architecture Based Systems and Solutions
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Implemented Through Systems and Solutions
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Secure Borderless Networks in Action

Threat Defense AnyConnect TrustSec
Secure Mobility

Cisco Virtual Office Compliance Data Center Security Secure Branch

Policy and Identity
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