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EMC Solutions/technologies per healthcare sub segment

INODIQ UON-1I'H

INODI1a-SJvd

Digitization/IT Consolidation
-On-line storage (SAN/NAS)

-Claims management (Documentum)/paper
digitalisation (Captiva)

- On-line universal archiving (Centera)
- Patient portal (RSA)

-Backup optimization (files, email, others)

Regional/National EHR
-EHR On line storage DB (SAN/NAS)
-EHR On-line archiving (Centera)
-Network management (SMARTYS)

- Patient record management & archiving
(Documentum)

- Patient portal/EHR security (RSA)

Hospital PACS
-DICOM On line storage (SAN/NAS)
-DICOM On-line archiving (Centera)

-PACS DB backup solutions (Legato)

Regional PACS

- DICOM On-line storage (SAN/NAS)
- DICOM On-line archiving (Centera)
- DICOM DB backup solutions (Legato)
- DICOM info sharing/IT security (RSA)

Single Site Hospital

Multi-site/Regional Hospital System

© 2005 Copyright EMC Corporation. All rights reserved.
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< ‘Invisible Hand’ Evolution
':| Healthcare IT strategy is hospital led
'z Free choice on Hospital IT level
g PACS — Hospital EPR — NAT EPR
=) Benelux, Germany, Italy
(@]
@)
=
U
5
» ‘NEW DEAL’ Evolution
»)
O Healthcare IT strategy is government led
@) Limition of choice on Hospital IT level
= PACS — MultiPACS — NAT EPR
UK & |, Scandinavia, Eastern EU, France

I Single Site Hospital I Multi-site/Regional Hospital System
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Background of the national patient record project

* Finnish eHealth roadmap:
— Launched mid 1990s

— Underlying principle: development of integrated healthcare delivery
service chains in the country

— Requirements: new types of IT architectures and better compatibility
between existing information systems

* First step (98-03) : regional architectures & reference directory

— Regional Integration of patient information systems from different
suppliers on the basis of messages integration (HL7)

— Reference directory = contains data indicating which information
system contained the actual electronic patient record required

— 1998 : start of 1st region (SATAKUNTA) followed by Helsinki area,
Pirkanmaa area and all other areas after 2000.
— However the concept of regional reference directories failed ;
* In practice: proprietary patient data directory
» Very slow and not at all user friendly

 Proprietary, no sharing possible between the different regional
directories.

© 2005 Copyright EMC Corporation. All rights reserved.
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Background of the national patient record project

* Second step (02-07): definition national electronic
patient record

— Government resolution 11/04/02 : an integrated national
patient record system is to be introduced by the end of 2007

— Steering group at KELA (national actor) to implement national
patient record

— Principal requirements to wich all local finnish hospital IT
systems should conform was published in 2005

— Finnish government deblocked 30M Euro’s to support
adaptation of local Hospital IT systems during 2005-2007

— Definition of the project showed that centralized services at
national level are needed

— In this context the creation of a centralized national
electronic registry (metadata) and repository (data) for the
healthcare sector emerged as a fundamental functional
requirement.

© 2005 Copyright EMC Corporation. All rights reserved. 8



Background of the national patient record project

* Centralized national electronic registry & repository

— Sharing of data:

* Point to point -> many to many

— If information is not present in local EPR -> info search via national
registry -> checking of permissions & consent -> delivering
information -> keeping logged information

+ Overcome acceptance problems of regional archives (response
times, availability, ease of use)

« [HE XDS like
— Document Sharing

— Local Hospital IT systems like EPR/HIS/PACS/Lab act as sources
and consumers of information

— Central registry contains metadata
— Central repository (archive) contains data
— Universal Archiving:
» Seperate application silo’s -> all medical data

* Repository will contain all types of patient content (images,
eprescriptions, EPR summary data, lab data, images)

« Patient Centric approach
— Citizin view (lab results, imaging reports, booking, instructions, etc)

© 2005 Copyright EMC Corporation. All rights reserved. 9
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IT requirements to built the national archive

* Interoperability

— Aim: attain operability between the different the different
information systems (HIS, PACS, LIS, epriescriptions)

— Technical interoperability: Finnish legislation enforces local
systems to technically interoperate with to the national archive
based on clear messages using international standards like
HL7 CDAR2 (Documents) and DICOM (Images).

— Semantic interoperability: based on national defined structure
for the electronic health record. (existence of 30 thematic
headings that have been agreed nationally).

— Creation of national code service responsable for
standardization of codes and classifications (STAKES)

— Major training program to implement codes and structures

© 2005 Copyright EMC Corporation. All rights reserved. 11
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IT requirements to built the national archive

* Identification and authentification of patients:
— Every Finnish citizin has an electronic ID card

* |dentification and authentification of healthcare
professionals

— Finnish legislation requires the National Authority for
Medicolegal affairs (TEO) to administer a certification service
for all healthcare professionals

— Administration of user authorizations will be organised on
local level

— Aim : introduce role-based and rule-based authorization
based on international standards (SSO, LDAP)

© 2005 Copyright EMC Corporation. All rights reserved. 12
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IT requirements to built the national archive

Electronic signatures
— Regulated by Finnish legislation

— The national patient archive architecture requires that all
patient documents by electronically signed before being
archived

— The electronic signatures must be created in the healthcare
units that generate the records to be signed

— Specifications on how extensively personal signatures will be
required and when server signatures are sufficient.

— Eprescriptions will always require personal signature

— Electronic signatures on patient consent documents will be
done using the FINEID card

© 2005 Copyright EMC Corporation. All rights reserved. 13
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IT requirements to built the national archive

* Infrastructure and information network

— No dedicated network- use of existing public and commercial
networks

— Under the new legislation, following healthcare information
services will be maintained by KELA:

 Patient record registering and directory services (messaging
layer)

 National archive
- Consent management services, logging & monitoring
» E-Prescription database
— A secure message handling system will be built to link the

local and regional patient information systems, the national
archive and the e-prescription database

© 2005 Copyright EMC Corporation. All rights reserved. 14
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EMC Solutions for the
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High-level architecture Finnish Igt_i_q'ﬁ-gg E_at_ t Chjh . (,ﬁﬂ

300,000 EMC Documentum Server licenses Centralized Management Adminstration/Develop

EMC DCTM Forms Builder (Seat)

eReseptit 5’2001000 Documentum EMC DCTM Administre.ltc?r(Seat)
Custom Client licenses - oall

Q; Q; HL7 CDAR2/DICOM

Message queue interface WDK Presentation Layer
DFC API/ SOA

Code Consents Managem 1 Image Bank
Services EMC DCTM Form User (Seat) ArCh |Ve <
EMC DCMT Trusted Content Services
Index + EMC DCMT Retention Policy Services
K [SISU2 S EMC DCMT Content Services for EMC Centera

-
Log Services

< > < _» 4
i g, ore [ ﬁﬁ E EMC Centera Archiving Platform

J_storage area B_J EMC Symmetrix Oracle database
EMC Documentum archiving platform platform
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EMC Main Components for the National Patient Record Archive

 EMC Documentum
— Universal content management repository (all patient data!)
— Documentum manages data and metadata (registry, archive)
— Native connection into Centera (one EMC message)

— 3 main licensing components delivered to KELA:

« Documentum server user license for 300,000 healthcare professionals
(5 university hospitals, 20 central hospltals 257 healthcare centers)

« Documentum client user license for 5,200,000 Finnish citizins
» Documentum Centera API archiving license for up to 550 PB storage

« EMC Centera
— Connected to Documentum via native Centera API
— High-speed disk based archiving service

— Archives patient data based on retention policies defined in
Documentum (data and metadata)

— 2 Centera systems delivered to KELA

 EMC Symmetrix
— Storage platform for the National Archive Oracle database

— Highest requirements needed from a performence and from a high-
avallablllt 4X7 level (service needs to be user friendly)

— 2 Symmetrix systems delivered to KELA.
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EMC Main Components for the National Patient Record Archive

* Project deadlines

— Phase 1: ePrescriptions:
 Acceptance test : June 2008
* In production : October 2008

— Phase 2: patient record archive (HL7CDAR2 messages)
* In production: February 2009

— Phase3: Picture archive (DICOM)
* In production: May 2009

» Capacity Growth of the Archive
— Expected size in 2009 : 3 PB
— Expected size in 2025 : 550 PB

* Why EMC?

— Acceptance of the new service by the citizins and healthcare
professionals is crucial for KELA™> need for high-available, very
performant and very well integrated content management, storage &
archiving platform

— EMC was the only vendor that could fullfill these requirements

« Documentum integration with Centera
 Oracle integration & performance on Symmetrix
- EMC Service credentials around building high-availability environments

© 2005 Copyright EMC Corporation. All rights reserved. 18
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